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Introduction

The Swing Handle Lock Sensor is a new type of sensor, called Smart Sensor. It's an RFID proximity
card swing handle cabinet lock, which can secure the door of your cabinet. Designed with a universal
fit, it can be attached to most industry standard cabinets.

All units in the sensorProbe+ family support this sensor, including the upcoming PDU+. This sensor
connects to a standard sensor port on the units and supports the same features as our existing
securityProbe DCU/CCU products, such as door control and user access management.

The access functionality is performed locally via the swing handle.

You can connect up to 2 handle locks to a sensorProbe+ unit.

In this manual we’re going to show you how to configure the sensor, with Web Ul options and with
APS (AKCess Pro Server).

You'll need to set up the configuration from APS to manage the card/user access.

After the configuration is done on APS, you can also configure most settings from Web Ul, and
manually control the door.

You can also view a video on our YouTube channel, which covers how to install the sensor in your
cabinet:
https://youtu.be/3HqOuleiEJ4



https://youtu.be/3Hq0u1eiEJ4
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Hardware features

Backlit AKCP logo displays lock status (normal, access granted, access denied)

RFID Proximity card reader

_Single CATS5 cable connection provides communication and power

Industry standard size. Fits most computer cabinets from major manufacturers

Manual keylock override gives access in the event of power failure

LED status description for the Handle Lock:

Green - access granted
Red - access denied
Red/White blink - sensor error or malfunction

Important Note: A separate sensor, our AKCP security/door (SS15) sensor is also shipped
with the lock handle and is used for detecting if the cabinet door is open - otherwise only
the Handle Lock's open/closed position is detected by the locks internal sensors.

When testing without the swing handle lock and door sensor mounted in a cabinet you will
need to either remove the door sensor, or make sure the two white magnetic parts of the
door sensor are together (closed). When opening the lock you also need to open SS15.

If the door sensor is not being sensed as closed, but the swing handle is closed it will show
a door held open status (continued on next page).

-4 -



SP2+ Swing Handle Lock Manual

This design is to alert the user that the cabinet hasn’t been closed and locked properly. In order to
show a closed status both the security sensor and swing handle must be in locked position

The closeup picture above shows how the jumper should be present if no door sensor is being used.
The port on the right is where the cable is connected from the lock to the SP2+ sensor port as shown
in the installation video (link provided above).

Connect the door security sensor to this
header.

The closeup picture above shows where the door sensor connects to the back of the swing handle
lock. If the door sensor is used the jumper must be removed from the port in order to connect it.

You can also add additional door sensors (SS15) security sensors for monitoring the side panels of
your server cabinets, so you can be alerted if these are removed.

Keep in mind each extra SS15 does take up one sensor port if you want to know exactly which panel
was removed, or you can daisy chain them where you would not know which panel was removed.
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Specifications FAQ and Troubleshooting

Card Reader

Supported Cards :

Proximity Reading
Range :
Handle Lock

Access Control :

Ambient
Temperature :

Ambient Humidity :

Built-in :
Fail-Secure :

LED Indicator :

Locking Control :

Interface

Communications
cable:

Power source :
Working Voltage :

Power
Consumption :

Communication

EM-Card, 125Khz Proximity cards, 26bits
K4100/EM4100/EM4200/T5577

0-3cm

Up to 500 users

-25°C to 75°C

10%-90%

RFID Antenna, Motor

Integrated key lock for manual override

RGB Color LED : Lock status and Access Control status

Remote lock and unlock from the sensorProbe+ unit via Web Interface,
SNMP or AKCess Pro Server

Calendar enabled locking and unlocking control

Notification locking and unlocking control

RJ-45 jack to sensor using UTP CAT5e/6 cable

Powered by the sensorProbe+ familiy units. No additional power needed.
DC 5V

Typical 0.35 mWatt, 70 mA
Peak 1.75 mWatt, 350 mA

Run length is 16 feet (5 meters) with approved low capacitance shielded
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Distance : cable or UTP
Dimensions : 37.0mm x 210.6mm x 43.8mm
Weight : Approx. 300grams

sensorProbe+ units auto detects the presence of the RFID Swing Handle

Important Notes:
P Lock sensor

Up to 2 RFID Swing Handle Lock sensors per sensorProbe+ unit

— The RFID Swing Handle Lock sensor is only compatible with the
sensorProbe+ platform units.

— When plugging the first time or after upgrading a sensorProbe+ unit, the
sensor’s firmware might be upgraded by the unit and not be available right
away.

Note: You can get more details from the Handle Lock’s Datasheet, which can be found on our
website.

FAQ & Troubleshooting

Q: | can’t seem to add the SP2+ unit to my AKCess Pro Server software, what could be the problem?
A: If you are recieving an error regarding “Incorrect SNMP password” etc. Check the following:-
Navigate to the SP2+ System >> SNMP and reenter public into the SNMP write password field.

Also check to ensure the “Server Integration is enabled and port 5000 is entered.

Q: Does it matter if | use Admin or Administrator in the username field when adding the unit?
A: No it does not matter if you enter Admin or Administrator when adding the unit into the APS.

Q: My swing handle lock is not working properly, how can | fix this?

A: First try navigating to the port on the SP2+ that the lock is connected and manually taking the
sensor port and reader offline. Then physically disconnect the swing handle lock from the sensor port
and re-connect it. This will reset the database.

Q: Where is the data from the RFID cards kept and why am | getting a “access denied” status?

A: The SP2+ keeps the data from the cards being scanned. If you scan the card and it shows access
denied you need to add permission for the user into the lock and also make sure you synchronize the
SP2+ with the APS (see exact steps for this later in this manual).

Q: If I add or replace my swing handle lock what do | need to do?
A: If you add or remove a lock you need to redefine the persmsiones again to the new lock in APS.
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Web Ul configuration

Please note, you will be only able to use the access control options in this section after you've
configured the Handle Lock and RFID cards using APS (AKCess Pro Server).

”ch M Sensors & Events L[ Notifications & System X Full Screen

[SP2+] Smart Sensor Demonstration sth Floor, Server Rack

Sensors Information " Event Log ( 1772 messages ) s
Unit« Name « Value~.  Status-. Graph - Search Filter | @
SP2+ )
16/09/2016 Temperature Port 2.1 on Main board is
Main board Door Port 4 Closed = 07:03:59 27.90 °C, status is Normal
Humidity Port 2 IR Nomal - | (o JP
Reader Port 4 Awaiting Input -

15/09/2016 Temperature Part 2.1 on Main board is
Temperature Port 2 26.1°C m a = 07:07:04 27.90 °C, status is Normal

Temperature Port 2.1 LRGN Nomai - | B

Temperature Port 2.2 259°C
P m n 14/09/2016 THMS Front Middle on Main board is

THMS Front High 26.3 °C m a 07:14:50 27.90 °C, status is Normal
THMS Eront Hum 63.0 % m n % & 14/09/2016 Temperature Port 2.1 on Main board is

07:04:15  27.90 °C, status is Normal
THMS Front Low CLERICRN Normal - | o]

THMS Front Middle I AICN Nomai - | 0 -

w

13/09/2016 Door §[sensorPort] 4 on Main board
12:54:10 status is Closed

13/09/2016 Door $[sensorPort] 4 on Main board o

On the Summary page you can see the connected Swing Handle Lock as multiple sensors: a
Reader and a Door.

You can easily identify which port it is plugged in to on the unit by its name (you can also freely
rename the sensors afterwards).

You can directly control the Door from the Summary page by choosing an action from the drop-down
menu:

Door Port 4 Closed «
Door Control
Humidity Port 2 57.0 %
Cycle Unlock
Reader Port 4 Unlock
Temperature Port 2 258 °( Lock
Acknowledge
Trarmmaratirs Mok 9 4 AR 2 oy EYFTTETE.
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& Events £\ Notifications % System 2% Full Screen

Main board

Sensors | Main board 4

Main board ’ 2 5 4
= g = =
- Thermal Map - Thermal Map NIC - Handle Lock
Door Port 4
Reader Port 4

On the Sensors page, you'll see the Handle Lock as a single sensor.

To manage the Door or the Reader sensor in the Handle Lock, click on the image for the list of all
sensors and click on one that you wish to configure.
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Main board

Sensors /| Main board #*

1 2 3 4
Auto Sense Auto Sense Auto Sense
« Thermal P-;lap « Thermal P-.-1ap N/C - Handle Reader
Handle Reader
Sensor Name Reader Port 4

Sensor Status  Awaiting Input

Sensor Currently m
Save Cancel

For the Reader sensor, you only have 2 options in the Web Ul: rename and place it offline.

You'll need to use APS (AKCess Pro Server) for the RFID card and user management.
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Main board

Sensors /| Main board 4*

Ly ko L o
~ Thermal Map ~ Thermal Map N/C ~ Handle Lock
Handle Lock | Advanced Status Text
Sensor Name Door Port 4

Sensor Status Closed

Sensor Currently m

Door Held Open Alert 30 30s
Door Lock Time 5 5s

Manual Control

Save Cancel

The Door sensor has more options which you can directly change from the Web UI.

On the first Handle Lock tab, you can change the sensor’s name, view its Status (open/closed) and
place it Offline.

You can also configure timeouts for the Door Held Open Alert - if the door stays open - as well as
the Door Lock Time, which will automatically lock the door again after the specified time.

Also, here you have the option to manually Unlock the door using the button.
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On the second Advanced tab, you can choose between two Door Lock Control modes:

Handle Lock Advanced Status Text
Door Lock Control Manual Control v
Manual Control Unlock ® Lock

Lock The Door When Door Closed ® Enable Disable

Save Cancel

In the default Manual Control mode, the Door is controlled by the Reader sensor with RFID card
access, or you can manually unlock the door from the SP2+ unit’'s Web UI.

Also, you can choose to automatically lock the door when the door is closed.
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Handle Lock Advanced Status Text

Door Lock Control Calendar Control

All

Sunday

Monday

Tuesday

e o I
T AR

Friday

Saturday

Major Holiday

Minor Holiday

* To select a minute, right click at a cell. Working Hours / Inverse All

Lock The Door When Door Closed ® Enable O Disable

Save Cancel

In Calendar Control mode, the door can be set to automatically open/close for the specified times.
The calendar’s configuration is similar to other actions management with calendar support.

Also, you can choose to automatically lock the door when the door is closed.
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On the third tab, Status Text, you can change the text that will be displayed when the dooris in a
specified status:

Handle Lock Advanced Status Text

Custom Status Settings for Door

Door Opened Open
Door Opened with key Opened with Key
Door Closed Closed
Door Forced Open Forced Open
Door Held Open Held Open
Door Malfunction Malfunction
Sensor Error Sensor Error

Save Cancel
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Events related to the Handle Lock

”KCP = Summary 3 Sensors [\ Notifications 25 System 2 Full Screen
All Events
Search Q
Date Start to Date End ¥ Refresh lgl‘" Export
Date/Time ~ Event
16 01/07/2016 16:37:55 Cabinet Door Port 4 on Main board status is Closed
17 01/07/2016 16:37:44 Cabinet Door Port 4 on Main board status is Opened with Key
18 01/07/2016 16:37:20 Cabinet Door Port 4 on Main board status is Closed
19 01/07/2016 16:37:16 Cabinet Door Port 4 on Main board status is Opened with Key
20 01/07/2016 16:37:11 Cabinet Door Port 4 on Main board status is Closed
22 01/07/2016 16:36:39 Cabinet Door Port 4 on Main board status is Opened with Key
23 01/07/2016 08:57:36 Cabinet Door Port 4 on Main board status is Closed
24 01/07/2016 08:57:24 Cabinet Door Port 4 on Main board status is Opened with Key
25 01/07/2016 08:46:04 Cabinet Door Port 4 on Main board status is Closed
26 01/07/2016 08:46:00 Cabinet Door Port 4 on Main board status is Opened with Key
27 01/07/2016 08:45:55 Cabinet Door Port 4 on Main board status is Closed
28 01/07/2016 08:45:52 Cabinet Door Port 4 on Main board status is Opened with Key
29 01/07/2016 08:45:41 Cabinet Door Port 4 on Main board status is Closed
30 01/07/2016 08:45:25 Cabinet Door Port 4 on Main board status is Open

On the Web Ul you can also view the Access Events, which will show events related to the door

status changes and user authentication.
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Actions and Notifications related to the Handle Lock

L summary M Sensors & Events

AKCP

NO

2 System

Action Wizard

Notifications / Actions / Create an Action

Action Type

Welcome to the Action Wizard

Choose an action

Dry Contact
Email

Relay

Siren

SMS

SNMP Trap
Telephone Call

= -

You can create custom actions and notifications through
send you email/SMS alert if the door was accessed by a

Notifications

Notifications Link Notification

Status and Action

Step 2 - Select Status and Action Step 2

Status Action

Closed
Open
Forced Open
Opened with Key
Malfunction
Sensor Error
—
Back m Cancel

The steps for configuring the Door and Reader notifications are in the SP2+ Notifications manual.
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Notifications

X Full Screen

the Action Wizard interface, for example to
n unauthorized person, or was force opened:

Notifications

Link Notification

Status and Action
- Select Status and Action

Status

Invalid Card/PIN

Awaiting Input
Access Granted

Action

Door Action

Input Entry Timeout
Unknown Card
Wrong Door Code
Sensor Error

Cancel

= -
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AKCess Pro Server configuration

”ch & Summary R Sensors & Events L\ Notifications
n

Server Integration
 Gener:
&, General System Server Integration

m Date/Time

2 Network Server Integration  [®) On Off
= Modem Server Address  192.168.0.1

Q@ VPN Server Integration Port 5000

=% SMTP

Send Keep Alive Every 1 Minute M

= SNMP

A server Integration

Before adding the unit to the APS console, ensure that the Server Integration option is enabled in
the Web Ul's System page.

If you don’t enable this option, the unit cannot be added to APS.
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Hostname or P | 10.1.1.146 |

Username | administrator |

SNMP Write Community | sesesd |

+ | Advanced Options

For advice on SNMP compatible sensors, or to find out more about
the range available from AKCP, just email zales@akcp.com

Scan Add Cancel

Add the unit to the APS console like any other AKCP unit:

- Type in the unit’s IP or host name

- User name: administrator

- SNMP Write Community: if you haven’t changed it in the Web Ul, the default is “public”.

=l [5P2+] Smart Sensor Demo ...
Host Status
El & Main board
Door Port 4
Humidity Port 2
Reader Port 4

5P2+] Smart Se Demo ... i
Temperature Port 2 =l [SP2+] Sma nsor Lema

Haost Status
E & Main board

Temperature Port 2.1
Temperature Port 2.2
THMS Frent High
THMS Front Hum
THMS Front Low _
THMS Front Middle Temperatfl | Unlock

- . o A

Door Port 4

Humidity Configure

Reader P Acknowledge

After the initialization has finished, you can see the connected Handle Lock as multiple sensors: a
Reader and a Door, similar to the view of the unit's Summary page on the Web UlI.

Right click on the unit and select Configure for the sensor options.
You can also control the door from the right-click menu.
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Select a Device: [5P2+] Smart Sensor Demonstration (10.1.1.167) w Select an Expansion Board: Main board

System Board Sensors

1 2 3 4

Auto Sense Auto Sense Auto Sense Auto Sense

Sensors on Port &
-* -d_ * -H_ -* -!_ Door Port 4

Thermal Map™ Thermal Map™ Handle Lock

Reader Port 4

Please reconnect the sensor or select your sensor for this port below.

Select sensor for this port | 4-20 mA v Save

In the Device Configuration window, you’ll see the Handle Lock as a single sensor.

To manage the Door or Reader sensor in the Handle Lock, click on the image for the list of all
sensors and click on one that you wish to configure.
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Select a Device: [5P2+] Smart Sensor Demonstration (10.1.1.167) ] Select an Expansion Board: Main board

System Board Sensors

1 2 3 4

Auto Sense Auto Sense Auto Sense Auto Sense

G o W (o

Thermal Map™ Thermal Map™ N/C Handle Reader~

Access Settings

Access Name | Reader Port 4
Access Status Awaiting Input
Access Status Online

Time Attendance (@) Enable () Disable

For the Reader sensor, you only have 3 options in this window: rename, place it offline, and
enable/disable the Time Attendance support.

To manage the RFID card and users, see the section Card and User management below.
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Selecta Device:  |[SP2+] Smart Sensor Demonstration (10.1.1.167) w| Select an Expansion Board: | Main board v
System Board Sensors
1 2 3 4
Auto Sense Auto Sense Auto Sense Auto Sense
Thermal Map™ Thermal Map™ N/C Handle Lock™

MNormal Settings | Advanced Settings | Status Descriptions

Door Name | Door Port4
Door Held Open Alert 30 | Seconds
Door Lock Time 5|2 Seconds
Door Status Closed

Door Currently Online

Manual Control Unlock

oK Cancel Apply

The Door sensor has more options to configure.

On the first Normal Settings tab, you can change the sensor’s name, view its Status (open/closed)
and place it Offline.

You can also configure timeouts for the Door Held Open Alert - if the door stays open - as well as
the Door Lock Time, which will automatically lock the door again after the specified time.

Also, here you have the option to manually Unlock the door using the button.
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On the second Advanced Settings tab, you can choose between two Door Lock Control modes:

Select a Device: [SP2+] Smart Sensor Demonstration (10.1.1.167) v Select an Expansion Board: Main board v
System Board Sensors
1 2 3 4

Auto Sense Auto Sense Auto Sense Auto Sense
Thermal Map™ Thermal Map™ N/C Handle Lock™
Normal Settings | Advanced Settings | Status Descriptions

Door Lock Control (@) of (O Calendar Control

Manual Contral () Unlock (@ Lock

Lock the door when door closed () Enable (®) Disable

oK Cancel Apply

In the default Manual Control mode, the Door is controlled by the Reader sensor with RFID card
access, or you can manually unlock the door from the Device Configuration options.

Also, you can choose to automatically lock the door when the door is closed.
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Device Configuration

Select a Device: [SP2+] Smart Sensor Demonstration (10.1.1.167) w Select an Expansion Board: Main board
System Board Sensors
1 2 3
Auto Sense Auto Sense Auto Sense Auto Sense

s Je-t'ﬂ

Thermal Map™ Thermal Map™ Handle Lock™

Normal Settings | Advanced Settings | Status Descriptions

1.213)

Deoor Lock Control () Manual Control (8 Calendar Control
Calendar Control Edit

Enable (®) Disable

Lock the door when door closed ()

Select the time that the door will unlock.

AM FM
ALL
2|1 (23 (4|5|6|7|8|9|1W0N|12|1]|2|3|4 |5/ 6(7(8(09(10(1
o | [ [
e [l | | | HNEENEEEEEEN

Tuesday

Thursday

Friday

Minor Holiday

Invert selection /Set to warking hours

. Unlock

Lock To select a minute, right click at a cell.

To select a whole rew/celumn, click at a row/column label.

Cancel Apply '

or 5t.. Filter Options B X | Sensor St |

CPUload .210 Lighttpd

o0 1m0
Normal 27.0 %

OK Cancel

Filter Options B X

In Calendar Control mode, the door can be set to automatically open/close for the specified times.
To manage it, click on the Edit button to bring up the calendar view.
The calendar’s configuration is similar to other actions management with calendar support.

Also, you can choose to automatically lock the door when the door is closed.
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On the third tab, Status Descriptions, you can change the text that will be displayed when the door
is in a specified status:

Thermal Map™ Thermal Map™

Normal Settings | Advanced Settings | Status Descriptions

Description of Status When Opened
Description of Status When Opened with Key
Description of Status When Closed
Description of Status When Forced Open
Description of Status When Held Open
Description of Status When Malfunction

Description of Status When Sensor Error

Select a Device: [SP2+] Smart Sensor Demonstration (10.1.1.167) v Select an Expansion Board: Main board
System Board Sensors
1 2 3 4
Auto Sense Auto Sense Auto Sense Auto Sense

i o WP

N/C Handle Lock™

Opened with Key
Closed

Forced Open
Held Open
Malfunction

Sensor Error

OK Cancel

Apply
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Server Add View Seftings Tools Help

Users Groups Time Schedules Access Logs Update Devices
Start Date | 9/18/2016 From |1 AM % Select a Period
Q End Date | 9/18/2016 To [11:59:59PM = Yesterday & m Export

Monitoring

Date / Time ¥a User ¥a

9/19/2016 12:30:41
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Door Name "

[DCU] Main Door Office

_|:| 9/19/2016 12:30:33 Main Door [DCU] Main Door Office Opened
. 9/19/2016 12:30:33 Main Door (IN) [DCU] Main Door Office Access Granted
Access Control
9/19/2016 12:27:15 Main Door [DCU] Main Door Office Closed
9/19/2016 12:27:14 Main Door [DCU] Main Door Office Force Opened
0 9/19/2016 12:27:14 Main Door [DCU] Main Door Office Closed
Time Attendance 9/19/2016 12:27:05 Main Door [DCU] Main Door Office Opened
9/19/2016 12:27:05 Main Door (IN) [DCU] Main Door Office Access Granted
9/19/2016 12:20:03 Main Door [DCU] Main Door Office Cleosed
-1 9/19/2016 12:19:55 Main Door [DCU] Main Door Office Opened by Exit Button
Notifications 9/19/2016 12:19:26 Main Door [DCU] Main Door Office Closed
9/19/2016 12:19:16 Main Door [DCU] Main Door Office Opened
9/19/2016 12:19:16 Main Door (QUT) [DCU] Main Door Office Access Granted

Video Recording

POOELQHLOHVHHLOVLOLODLOOPS HOE

9/19/2016 11:54:44
9/19/2016 11:54:36
9/19/2016 11:54:33
9/19/2016 11:54:30

Main Door

Main Door (IN)
Main Door (IN)
Main Door (IN)

[DCU] Main Door Office
[DCU] Main Door Office
[DCU] Main Door Office
[DCU] Main Door Office

Closed
Access Granted
Access Granted

Access Granted

9/19/2016 11:54:26 Main Door [DCU] Main Door Office Opened
9/19/2016 11:54:26 Main Door (IN) [DCU] Main Door Office Access Granted
9/19/2016 11:46:08 Main Door [DCU] Main Door Office Cleosed
9/19/2016 11:46:07 Main Door [DCU] Main Door Office Force Opened
9/19/2016 11:46:07 Main Door [D'CU] Main Door Office Closed
9/19/2016 11:45:57 Main Door [DCU] Main Door Office Opened

9/19/2016 11:45:57 1

Main Door (IN)

[DCU] Main Door Office

Access Granted

Under Access Control, you can also view the Access Logs which will show events related to the
door status changes and user authentication.
You can find more information about this feature in the section Card and User management below.
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Card and User management

Access Control Page Overview

This page is where the new Groups, Users, Schedules and Reports are entered and stored into the
database of the AKCess Pro Server software.

' eric (11 oogn Tume S bty Acomn Logn ot Do oy O Setrngp
5 Qe
Server Add Viey
ot Name  Dovd - Maartoy
Lavt Mame S Cot IO ® ol Scan
Copartment  Macksting . AM PO
™ [To— . Scon
v A Tolrphome T Vot Fomme ¥ vxa 3 - . 3
v e 37
Monitoring .- | [rea Lk Mo T —
s me e | | e R e -
S S o o e
ﬂl P ottt — R
] A — - -
Access Control Pt ———— ax i
P Ry s e
TS o i ——
Time Attendance Dot - prorw [re—
— o iy
!l.-‘m M Docombor JOLE - 01705 AM iy Version : 3052

Notifications

Video Recording

To add a new Group click on the New Group button and complete the wizard. To add a new User
click on the New User button and complete the wizard and finally to add a new Schedule click on the
New Schedule button and complete that wizard.

We will go through each of these in detail in the following sections, make sure that the sensorProbe+
unit has been added to the APS console already.
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Access Control — Groups Overview

The AKCess Pro Server software allows you to setup Groups of users. This feature is used for
allowing or denying access to specific doors, specific times and also to set security and access levels
for our groups of users. Creating new groups will be covered in another section.

We will cover the Users and Schedules before covering the “Manage Permissions” for each of our
groups as we need to add our users and schedules before adding our permissions to each group.

s Prg L er
Server Add View Settinge Tooh Help

g e

& Administrator Q ber

. E—

[Demo Cabinet] oot ([Demo Cabinet] (CULY)

[Menitonng Catanet] Door ([Me

sbiret] CCUL3 Server Mentonng [SESY) it

Access Control Demao DCU i
R ~ N " ” " &

Time Attondance - d Man Doce (Main 0 <ULy Main Door OMice (OCU] " Accest A

Markrtng RE&D Doce (FAD Door Medule) FAD Rocm [DCU) 41 Accen A1

Ouir first tab in the Access Control section is Groups. If we click on the Groups tab we can see in the
screen shot above we have a list of the existing groups that by default are already setup in the
system. We can use these pre-set groups or we can create our own groups using the New Group
wizard.

As mentioned above the new group wizard will be covered in another section of this manual after we
have added our users and schedules to the system.

After our groups have been created or chosen, then the Users, Schedules and Permissions can be
assigned to each of the groups.
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Access Control — Users

The AKCess Pro Server software allows you to setup individual system users. You can enter your
users name and details, assign each user to departments, holidays for each department and other
personal information such as the users picture, email, telephone number etc.

The users database will also hold each users’ system log in and out times and from which door they

used.
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To add a new user to the AKCess Pro Server software you will first click on the Users tab as shown
above, then click on the New User button which will launch the new user wizard.

Important Note: In order for each user that has been added to the software to clock in or out using
their EM cards or to open doors in the system, the Users must be first added to a Group and that
Group must be given permission to open that door and also have that access time schedule added.
This is all covered in the Groups and Permissions in the following sections of this manual.
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<
New User Wizard ﬂ

User General Information

Step: 1 of 2: You must specify the information required to create a new user.

First Name
é Last Name
Upload Photo
Department
(None) ~| [ Add ]
E-Mail
Telephone Ext

< Back Next > ] [ Cancel "

As you can see on the first screen of the new user wizard above is where you will begin to enter the
new user details such as the users first and last name.
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Pt Name  Charles Groop | IW

Last Name - Caed 1D
| Department |Engmeer vl Add  PIN 4 DIGIT)
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New User Wigars -
o =
| User General Information
epr 1 of 2 You must speciy the information requiced to creste 3 mew uiar,
3
Fust Mame
w )
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[
] Departments 2
Mansge (\e«pan-wm P2l
1“"‘?"‘""’" T—
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You can either choose a department from the drop down list or if you do not have any department
created already you can click on he “Add” button, then the “Manage Departments” and add your own
here as shown in the screen shot above.

-30 -



SP2+ Swing Handle Lock Manual

uuuuu e g

[

User Details 4
New User Wizard [= ]}
User General Information [
Step: 1of 2: You must spedfy the information required to create a new user. [
ot Detected
First Name: John -
* Last Name Smith 81212011 to 9112204
a Department [(None) ']
Upload Photo
E-Mail
Access Control Options [ 2 ]
First Nal\| —
Departments ‘ Holidays '
Manage Holidays ]
Date | Holiday Name ‘ Type
Add a Holiday Date
Holiday Information
Mame | Mew Years
- G
Holiday Type
(@ Major holiday ) Minor holiday
‘ OK ’ Cancel
= E Renewal

You can also add your Holidays to our departments as shown in the screen shot above.
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7 r T
New User Wizard x|
i

User General Information

Step: 1 of 2: You must specify the information required to create a new user.

First Name
Bob

é Last Name

Upload Photo Hape

Department

Network ][ Add |
E-Mail

bobhope@company.com
Telephone Ext
123-456-7890 911

] < Back [ Next > ][ Cancel ]

We added our department and have chosen this from the drop down menu. You can now enter the
remaining user information and click next.

New User Wizard

Access Information
Step: 2 of 2: Select a group and assign a Card, Fingerprint and PIN to the user,

Group

((None) )
(Nene)

Administrator Fingerprint
Cleaning

Evalores Mot Ensolled (m

Comgin o oo

s v—.._.ﬁ“ Validation Start Validation End
P 1/ 372014 8- O 7220 @
Manager

Marketing
Sales

Security

In the next screen of your new user wizard you will choose your group that this new user will belong
to from the “Group” drop down list as shown above.
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' A
New User Wizard l-S;hJ
Access Information

Step: 2 of 2: Select a group and assign a Card, Fingerprint and PIN to the user.

Group

(None) VI

CardID Fingerprint

1D vJ [ Scan ] Not Enrolled
PIN 4 digit Re-enter Pin Validation Start Validation End
1/ 3/2014 By @ 2 22014 [
< Back ] ( Finish ] [ Cancel ] J

On the next screen shown above you can scan in your EM card with the card reader that is on the
Handle Lock. Simply click in the Scan button and scan your card in the reader.

For the Handle Lock don’t specify a PIN code as there’s no keypad to type it in, but this feature is
supported by other card readers.

Also you can specify the validity dates per card. After this information is entered you can press the
finish button to complete the wizard.

You will need to sync you devices in order for your changes to take effect.

r \
Send Changes I._J&

For your changes to take effect, you must send the Access Control database
to the devices. Access Control functionality will be temporarily disabled
while the information is transferred. Do you want to send now?

[ Do not show this message again Yes ] { No
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After clicking on the Finish button we can now see our new user has been added to our access
control.

In the next section beginning on the following page, we will cover the AKCess Pro Server Access
Control Schedules.
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Access Control — Schedules

The AKCess Pro Server software allows you to add scheduling to either allow access or deny access
to specific users, groups and doors during these custom pre-set time zones.

F27 AKCess Pro: eric@10.L1 o
Server Add View Settings Tools Help
Users Groups Time Schedules Access Logs Update Devices Q Settings
ﬁ Access All Q fearch Schedule

&=

Monitoring Deny Al Schedule Name:  Access Al Ea

Holiday
':-;I Weekday Select the time schedule then press "Save'.
Access Control Weekend AM PM
ALL

Wi
orking_day 122|1|2|3|4a|5|6|7|8|9|10]12]|12|1|2|3|4|5|6|7|8|0 100

(1 ol | | [T

Time Attendance Monca) .
[ Tuesday .
-' Wednesday .
Notifications Thursday .
Friday .
i Saturday .
Video Recording Major Holiday .
Minor Holiday
Legend
M Allow Access To select an entire Row or Column, click a Row or Column label.
Deny Access To select a segment within the hour, Right Click at a cell.

When you first click on the Schedules tab as shown above you can either edit any of the existing
schedules that are in your schedules list, or you can create a new schedule.
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Click on the New Schedule button which will launch the new schedule wizard:

ps | TimeSchedules ess Log Update Devic, es o]
Q Search Schedule
Schedule Name :  Access All
5 e time schedul ess 'Save'.
AM PM
RTINS S A S S S

12|1(2|3(4|5(6|7|8|9|10(11]|12|1 |2 9 /10|11

Notifications

5 i
EEEEREEN -
EEEEREEN -
EEEEREEN -
EEEEEEEN -
EEEEREEN -
EEEEEEEN -
i
o

Major Holiday
Minor Holiday

W Allow Access To select an entire Row or Column, click a Row or Column label.
Deny Access To select a segment within the hour, Right Click at a cell.

Then after completing the new schedule wizard you would click on the Ok button as shown in the
screen shot above.

AM PM
ALL

6 ‘ 7t [ 8‘ 9 710»11 12» 1” 2» 3” 4» 5 V 6» 7” 8» 9”10»117i

-

12» 1 V 2‘

Sunday ...
Monday ...
Tuesday ...
Wednesday ...
Thursday ....I
e EEENE
Saturday i ....I

vor oy [ I O I I I I A

Minor Holiday

Time Offset (Minutes)

3

You can allow or deny access just by clicking on each of the individual time zone squares or click on
the times or days to all or deny access to that entire row.
If you right mouse click on an individual time zone square you can adjust the Time Offset in minutes
for each of the zones as shown in the screen shot above.
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Access Control — New Groups

The New Group function of the Access Control section allows you to assign groups of users access

permissions to each of the doors that are controlled by the sensorProbe+ Handle Locks that you have
added to the system.

m Administrator

Gromap Marme ©  Ademwewtester m S T

.:ol Door Mame & S Nedude

ot Cabunet] Dooe (Derrwd Coboret] CCU 3L Servet Marsornn [SE5V] 031 2200) Access A4

. ——
Yo Cooup Weand — - S - — - -

hecens 21

fecens A
Coronp Grovnes sl Inbormaroon
jcews 20
S L of 3 Vons roasst sy T sl Grmnateon Hured 1) CHaLE § Putee Joong

focews MY

Gezup Name

e
A\

Now that you have completed adding your user and a new schedule, you can now create a hew
Group and also assign a user and a schedule to an existing group.

After clicking on the Groups tab, then clicking on the New Group button this will launch your New
Group Wizard as shown in the screen shot above.

You first enter your new group name in the Group Name field then click on the Next button to
continue.
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New Group Wizard s —— ]
Add User to the group
Step: 2 of 2: Select users into this group.
Avaliable Users In Group

User e User

B[E

The next screen in your New Group Wizard is the list of users, so you can highlight each of the users
you want to add then click on the >> button to move the users to the new group.
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New Group Wizard = “wo Wiy W 5 ———— 5
Add User to the group
Step: 2 of 2: Select users into this group.
Avaliable Users In Group
New User
<<
£
<Bock ||| Fosh ||| Concel |
| S — )

Now as you can see in the screen shot above the user has been added to the list of users in this new
group. You just have to click on the Finish button to complete the wizard.

Serm Add Wew witean Toch e
n Lhvs [T, Tiwar %o iy M L Ty . £} Semings
AL Test Group [ ery—
&
—— Clanry G Hawer © Tl Giingd m & ;
Urmpioyen
ﬂ R it s o it =i i
Ascra { coviend
Gl
o =
T Adveruilars e Marager
Myrieten
=3 e
— Security
e |
Wades e

Now as you can see in the screen shot above that our new group has been added.

You will need to sync you devices in order for your changes to take effect.
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Access Control — Group Permissions

The Groups Permissions section of the Access Control section allows you to assign groups of users
access permissions to each of the doors that are controlled by the sensorProbe+ Handle Locks that
you have added to the system. These permissions include the doors the groups can access and the
schedules too.

5 =

284 (ooe Permyson L2

‘3 Do St
Marage S 1 of D davign O dooels) o
Marbeting

As the screen shot shows, you need to add permissions to your groups before each of our users in
the system will be able to open each of the doors using the card reader.

First you need to highlight the Group for which we will add our permissions to. Then you will click on
the Manage Permissions + icon as shown in the screen shot above.
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s Y
Add Door Permission &

Door Selection
Step: 1 of 2: Assign the door(s) to group, click Next.

Avaliable Doors Selected Doors

Door Name Host Door Name Host
I Demo Door #2 Access Control Demo ...

Demo Lock #1 Access Control Demo ...

Door Port 1 [DCU] Engineering rac...

Door Port1 [DCU] Test (10.1.1.212)

Door Port11 Test 71 jaaa (101.1.71)

Main Door Main Door Office [DC...

R&D Door R&D Room [DCU] (10....

[Demo Cabinet] Door Server Monitoring [SE...
[Monitoring Cabinet] D... Server Monitoring [5E...
[Server Cabinet] Door Server Monitoring [SE...

< Back [ Next > ] [ Cancel

This will launch the Manage Permissions wizard which will guide you through adding permissions to
the group. As the screen shot shows above we will first select the doors from the Available Doors
column and click the >> button to move the to the Selected Doors column.

>
Add Door Permission &

Door Selection
Step: 1 of 2: Assign the door(s) to group, click Next.

Avaliable Doors Selected Doors

Door Name Host Door Name Host

I Demo Door #2 Access Control Demo ... Main Door Main Door Office [DC...

Demo Lock #1 Access Control Demo ... R&D Door R&D Room [DCU] (10....
DoorPort1 [DCU] Engineering rac...

Door Port1 [DCU] Engineering rac...

Door Port1 [DCU] Test (10.1.1.212) >>

Door Port11 Test 71 jaaa (10.1.1.71)

[Demo Cabinet] Door Server Monitoring [5E...
[Monitoring Cabinet] D... Server Monitoring [SE...
[Server Cabinet] Door Server Monitoring [5E...

<<

< Back [ Next > ][ Cancel

Now you can see that your doors we selected have been moved across so we can click on the Next
button to continue on with the permissions wizard.
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s Y
Add Door Permission &

Access Schedule Selection
Step: 2 of 2: Assign a schedule to selected doors, and click Finish.

Schedule

Select a schedule [NoAccess ,'»]

I Access All
Deny All

Holidai

Weekday
Weekend
Working_day

| <Back ||[ Finish ]| Cancel |

You will now choose the Schedule for the access from the drop down menu as shown in the screen
shot above. And to finish the permissions wizard you click on the Finish button.

(Server Add View Semngs Took Help

n Lhens G cugn Time Schedales Accon Logs Update Devicen £ Scttingsd
m Test Group Q sewin
Meaitonag Guseing Gowp Mame | TentG ﬂ oWPal .
Employes
-:.:] Dape— Door Name & Most % Sahedule &
Atcess Contoel ot Main Dooe (Main Doce (XU 1) Man Door Office [DCUY 102 2.200) Working day
PR, RED Doce (RAD Door Module) RAD Room [DXV] (103.2.211) Wering day
Grest
Mangjer
Time Attenctance
‘-'l'iﬂr;
3 Sebes
= Sacurty

Nl athons Tea G

Now as you can see in the screen shot above that the door access and schedule have been added to
our Test Group.
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Access Control - Synchronize

Extremely Important Note: In order to activate the new access in the system YOU MUST RUN THE
SYNCRONISE from the Update Devices tab as shown in the screen shot below.
You will need to sync you devices in order for your changes to take effect:

~
Send Changes

— =

to the devices. Access Control functionality will be temporarily disabled

@ For your changes to take effect, you must send the Access Control database
&
=" while the information is transferred. Do you want to send now?

|| Do not show this message again Yes ] [ No

ess Pro

Server Add View Settings Tools Help
Users Groups Time Schedules Access Logs Update Devices £¥ Settings
& Send Send Updated Data to Door Control Unit D) View History Q_fearch Host
Q RO Lst Sent : 1/3/2014 12:06:05
[Manitoden Host Status | Last Sent
SECSESV-A Testing (101.2.234) Ready 1/3/20141206:07
_r;l Server Monitoring [SESV] (101.2.230) Ready 1/3/20141206:08
. R&D Room [DCU] (101.2211) Ready 1/3/201412:06:08
Access Control
Main Door Office [DCU] (10.1.2.210) Ready 1/3/20141206:08
Server Power Monitoring [SE] (10.1.2150) Ready 1/3/20141206:07
Time Attendance

Having Trouble Opening the Doors?

If all the door locks and readers are wired up, you should be able to scan and open the doors. If
you're having trouble or you receive two beeps when scanning your card, proceed to the Users tab

and check the Group to which the user you’re having problems with is assigned in the correct group
that you have added permissions for.
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Access Control — Access Logs

The AKCess Control access logs hold all of the information the users who accessed the system
which includes the date and time, the user, the door name, the host or unit name, and the event
which occurred. The access logs can be accessed by clicking on the Access Logs tab as shown in
the screen shot below.

(very Geoamgn Twne Schedusbes Upedate Devices Q Setthmgy
Start Date from Q
R , ol - B -
MosNorton Date / Tiwe ~a User " Doot Name ~a Host Fvent "o "
5
O VIMe12 Man Door Masn Doce Ofice [DCU) Occr n Closed |
_::] N 12018312308 De Doce Office {DCUL scr Feeced O
a O laenns Man Deot Man Doce Office [OCU) Doce a Clesed
wowm Comtral
O 1A M € Wi De Deer it Opened
‘ O auuNy Man Deow Mais Dace Office [DCUJ Decr s Clesed
0 B L20000156 M De< [TF Office [DCL Duce Forced Dpered
I ione Attondancs O Viduun Man Do N Door Office [DC1 Oace 5 Closed
o Vv : ke Bacs Oftics IDCL 5
P oo ¢ o Gan
.1 o Main Deor Main Ooce Office [OCU3 Oocr i Closed

There are several filters that can be applied to the logs for viewing specific information such as the
Custom Filter, sorting by Today, Yesterday, This week or This Month by choosing any one of these
from the drop down list as shown it the screen shot below.

Users Groups Time Schedules Access Logs Update Devices
Start Date 1/ 1/2014 From 12:00:00 AM = Select a Period
End Date 1/ 3/2014 To 100803 AM = [This Month

. . Cu>stomr Fiiter...

| Date / Time Va User Ya Door Nam Today ost Va Event Va
€ 1/3/201411:23:26 Main Door¥:§e\l’::g; ain Door Office [DCU] Door is Closed
N 1/3/201411:23:25 Main Door | ast Week ain Door Office [DCU] Door Forced Opened
© 1/3/201411:23:25 Main Doov ain Door Office [DCU] Dooris Closed
€© 1/3/201411:23:16 Main Door Main Door Office [DCU] Door is Opened by Exit Button
© 1/3/201411:11:37 Main Door Main Door Office [DCU] Door is Closed

LAL__1/3/201411:11:36 Main Door Main Door Office [DCU] Door Forced Opened
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If you choose the Custom Filter you can enter any custom date and time for your report.

( Users Groups Time Schedules Access Logs Update Devices
Start Date 1/ 172014 Select a Period
Date / Time ¥a | User va Door Name Ya Host va Event %

O 153214112326 ey — - n Door 1 Closed

B 1372004 112325 e Door Forced Opened
O 13/201411:2325 Filter by Event Door s Closed

O 132014112316 © [V General Information  Jl, V) Waming Doce & Opened by Ext Button
O Vo3 & [¥i0oce Access B VAt Dooe 15 Closed

N 1732014 11:21:36 Door Forced Opened
O V24136 | Filter by Status Dooe is Closed

0 13uUnuy | V| Access Granted 4| Access Denied Doot 15 Open

P wvounay VT ¥ Door Opened V| Door Closed Access Granted

O 153/2014 11014 ' ¥ Door Forced Opened ¥! Door Held Opened Docr s Closed

N 132004110023 ” 7 Errer 7 Tampered Doce Forced Opened
O 1220141100:23 Docr 15 Closed

(1] 1/3/2014 1101:13 Door & Open

2 a4 1013 Access Granted

O 153/201410:53:% Doce 15 Closed

B 173/2014 10:53:55 Main Door Main Docr Office |DCU) Door Forced Opened

You can also chose the Filter as shown above which will give you many more options for generating
reports based on Events or Status.
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Users Groups Time Schedules Access Logs Update Devices
Start Date 1/ 1/2014 From 12:00:00 AM Select a Period
End Date 1/ /2014 To 121106 PM [‘l’huMom;o :] m
Date/Time ¥ | User va | Door Name ~a [Hostva — TEvent v
O 15201411:2326 '& Sovc BS ——
B 13208112325 _—
O 132018112325 Swen: g Lbares - 0F E
O 132014112316 . = utton
O 13201111137 a L. oo & Ea—e
N 132014111136 Recent Places AL -
O 132018111136 - R Prctures l Videos
O 132018110127 S P Lo D
£ 1o
O 1372014110124 =
8 1320411013 ot
O 3/manns e
© 132014110113 &
P 182003 Snivaiadsatied|  Computer
O 1372014105356
B 1372014105355 Q
O 132014105355 DRk
© 1/3/2014105347
B2 1B018 105347 EnsTEN e ey
o 1372014100217 : -
© 1372014100217 Main Door Main Door Office (DCU] Door is Closed
© 1532014100216 Main Door Main Door Office [DCU] Door is Closed

After generating your report, you can Export this data into a CSV type file which can then be imported
into an Excel file or other types of file. To export your report just click on the Export button as shown

in the screen shot above.
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Blocking a User

To block a user, move them to the No Access Group and Synchronize with the unit(s).
Re-Using or Re-Assigning Access Cards

You can also delete the card number from one person and make a new UserProfile with that Card.
The past Access Details for the first card owner is retained in the system.

If you update the User Profile of the First person with the Second Persons name for example
changing Mary to Matt. Then all of the system log's would show Matt and Mary would cease to exist.
So the best thing to do, for an example is if an employee works for you temporarily is to keep that
user profile and remove their card number, save and synchronize. Then make a new employee with
that card that way you can still search for Mary.
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Please contact support@akcp.com if you have any further technical questions or problems.

Thanks for Choosing AKCP!
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